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3	Rationale

Status
In meeting#87 SA3 agreement related to network slice identifier reads: “The NSSAI shall be confidentiality protected whenever NAS security context is available (as far as regulation allows).” This answer was given in response to a question raised in the process of seeking agreement whether the NSSAI need to be confidentiality protected.
[bookmark: _Toc487547933][bookmark: _Toc487548397]The agreement and resulting text in 23.501 raised discussions in SA2. A paragraph in TS 23.501 clause 5.15.5.4 that was first introduced was later voided by adding an editor’s note at the beginning of the section as shown below. 

<<< copy from TS 23.501>>>
5.15.5.4	Slice Privacy Considerations
Editor's note:	This clause is to be considered Void till SA3 state they explicitly require omission of NSSAI from RRC layer for privacy reasons and not just as their TR 33.899 agreement “The NSSAI shall be confidentiality protected whenever NAS security context is available (as far as regulation allows).”
In order to support network-controlled privacy of slice information for the slices the UE accesses, when the UE is aware or configured that privacy considerations apply to NSSAI:
-	The UE shall not include NSSAI in NAS signalling unless the UE has a NAS security context.
-	The UE shall not include NSSAI in unprotected RRC signalling.
Editor's note:	it is FFS how the UE is aware or configured that the network has privacy considerations for NSSAI information.
Editor's note:	it is FFS whether considering slice privacy has impact on the allocation and management of the 5G GUTI and whether security considerations need to be studied by SA WG3.
<<< end of copy from TS 23.501>>>

Implications on omitting or concealing NSSAI
Basically, the newly added first editor’s note questions the requirement that the "UE shall not include NSSAI in unprotected RRC signalling."
This document aims to structure by showing the implications if such a requirement would be included. It further attempts to provide guidance as requested by SA2 LS S2-175309 to finalize their architectural decisions.
We propose to have another question to be added in TR 33.3899 for seeking agreement on:
“Shall NSSAI be omitted or hidden from RRC layer during initial registration request for privacy reasons??” We believe that this question needs to be answered first to provide such guidance.

NSSAI in relation to other UE usage type information 
NSSAI can be described as a UE usage type to indicate to the network, which configuration the UE wants to use. NSSAI is not a specific subscription identifier.
To answer the question on NSSAI omission or hiding, SA3 needs therefore to decide whether in general privacy of a “usage type” of a UE needs protection. If NSSAI is mandated to be protected at all times, then several other parameters would need to be included in this decision, i.e. any possible source of information that could be detectable over the radio interface should then be avoided. 
The following provides a list of examples for which in such case also protection would be needed (or information that would be not allowed for usage via RRC if not privacy protected) (from the observations as listed in S2-174537, the tdoc as attached to the LS S2-175309):
· Usage of dedicated PLMNs for certain user groups (e.g. public safety or military) 
· Usage of dedicated frequencies or radio resources for certain user groups (including sidelink resources) 
· Access Classes: mandate a UE that, by its behaviour, it should not reveal the access class it belongs to, including any special/privileged Access Classes that could be mapped to a certain group of users or a certain slice type
· access to any CSG cell or cells dedicated to a certain slice type
· communication patterns that could be fingerprinted (Note, SA2 is working on Encrypted traffic detection. So one could detect communication patterns over the air that map to a certain domain of application.)
· any association between the UE and the AMF (group) via the Temporary ID
· any Radio resources on the RACH advertised to be associated to a certain slice or slice set
· DCN-ID (for the same reason as NSSAI) 

To reflect this situation, we propose to add a super-question that treats the issue of what can be sent over RRC unprotected.
“Shall any UE usage type data be omitted or hidden from RRC layer during initial registration request for privacy reasons?”
Based on the answer of this question, we then should come to an agreement whether the slice identifier needs to be protected from RRC layer for privacy reasons.

SA3 decisions regarding complexity and effect of privacy solutions
To form an opinion on this question, we would like to reflect on decisions (interim agreements) for privacy that have already been taken.
SA3 made a conscious decision that only the subscription identifier is concealed, but not the routing information (5G equivalent of MCC+MNC). The reason for this decision was to find a compromise between complexity of a solution and the achieved result for maintaining privacy.
With MCC+MNC one can find all users in certain region that are served by a different operator. As soon as the VPLMN has replaced the subscription identifier with a temporary address, this will be not possible anymore. Hence, it was decided that revealing that a concealed subscription identifier is sufficient to maintain subscriber privacy.
With NSSAI, the user is indicating to the VPLMN to get provided with a certain quality of service, by which the network can configure the network for the user. Therefore, we see it as equally important to have the NSSAI available over RRC as to have the 5G equivalent for MCC+MNC available.

Correlation of NSSAI and Temporary ID routing information 
Looking at the NSSAI issue from another point of view, SA2 provides details for NSSAI to be used in non-isolated and isolated slices. In particulal, in isolated use case, slices will be matched by the routing info of the Temporary ID sent in RRC for routing to the Isolated AMF (see LS S2-175309). Further, SA2 in their LS clarify they do not want to impact the Temporary ID. The question to be answered by SA3 therefore: if SA2 does not want to protect the Temporary ID routing information, which has for isolated slices and AMFs the same information as the NSSAI, doesn’t it seems to be pointless to not send NSSAI in the clear? 
Note, according to SA2, NSSAI will be immediately transmitted in the clear like the Temp ID. The Temp ID or the NSSAI are used by the RAN for routing to an AMF. The Temp ID based routing takes precedence if the RAN knows how to use the temp ID (i.e. the Temp Id matches a routing rule in the RAN). If the RAN has no rule for Temp Id, NSSAI based routing occurs. If both fail or both are not provided the RAN routes to a default set of AMFs. If SA3 would decide that NSSAI is not allowed to be used in the clear, this would therefore break efficient routing concepts. 

Conclusion
It is proposed to answer to above questions:
“Usage types, if not directly possible to link to a unique subscriber, shall not be concealed or omitted.” 
Related to NSSAI, we assume, one can only identify a group of subscribers that commonly use the same slice. Therefore, we propose that the NSSAI shall be sent over the air in the clear as long as NAS has not been activated. This will allow efficient resource management on the radio interface for slices is possible. 
Thus, it is proposed to answer to above question:
“NSSAI is protected when NAS is established. Before establishing NAS, NSSAI shall be sent in the clear.”

4	Solution
++++++++ start of change
E.7.8.X 	Usage type for slices during initial registration request
E.7.8.X.1 	Description of Question
NSSAI can be described as a UE usage type to indicate to the network, which configuration the UE wants to use. NSSAI is not a specific subscription identifier. Other usage types exist.
Question: Shall any UE usage type data be omitted or hidden from RRC layer during initial registration request for privacy reasons?
E.7.8.X.2 	Interim Agreement
No.
Usage types, if not directly possible to link to a unique subscriber, shall not be concealed or omitted.

E.7.8.Y 	NSSAI privacy during initial registration request
E.7.8.Y.1 	Description of Question
Question: Shall NSSAI be omitted or hidden from RRC layer during initial registration request for privacy reasons?
E.7.8.Y.2 	Interim Agreement
No.
NSSAI is protected when NAS is established. Before establishing NAS, NSSAI shall be sent in the clear.

++++++++ end of change

